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Abstract 
After the “9•11” attack in USA, terrorism came upon the stage to threat the safety of the world. Following the “go out” stratagem, 
Chinese companies began to extend the international operations all around the world. At the same time the security risks of personnel and 
possessions come to the surface. In 2010 because of the overspreading of jasmine revolution in  Arabdom, the security situation becomes 
worse. This article takes CNPC as an example to summarize and analyze the international operation security risks and preventive 
measures of Chinese Company. 
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1. Security risks of Chinese companies’ international operation 
Statistics show that China in 2011 invested USD 56.5 billion at overseas, and over the past five years China’s total 
investment in foreign countries and regions has reached USD 215.9 billion. As a result of those increasing investments, 
Chinese Companies deployed more and more employees to overseas, mostly in Sudan, Chad, Niger and other undeveloped 
countries and regions. According to the security risk ratings published by Control Risks – a UK-based security company, 
those countries are all listed as high-risk countries. Take CNPC as an example, among the 56 foreign countries where it 
operates, 37 countries are rated above high-risk, including 7 extreme-risk countries (Afghanistan, Iraq, Sudan, South Sudan, 
Libya, Yemen, Syria, ), 11 high-risk-I countries, 6 high-risk-II countries and 13 high-risk-III countries [1]. In the context of 
social unrest in certain countries and regions, active terrorism attacks and the “Jasmine Revolution” overspreading in the 
Middle East over recent years, Chinese Companies’ possessions and employees are confronted with rather huge security 
risks [2], which can be basically categorized as follows:  
•  Robbery, kidnapping, theft and extortionist: such crimes and oilfield security issues frequently take place, constituting 
potential threat to personal safety. Iraq, Sudan, Colombia, Venezuela and Niger are the countries having high risks of this 
type.  
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Ь  Politically-plotted armed kidnap and terrorism attacks: they have clear target to kidnap or attack, posing huge threat to 
personal safety. The CNPC “10.18” event happened in Sudan is a profound lesson. 
Ь  Civil war and religious or tribe conflicts: they threat both personal safety and international operations. In Chad and 
Sudan, conflicts frequently occurred between government and anti-government forces and among tribe forces. In 2008 Chad 
anti-government force attacked the capital city, Chinese companies had to evacuate. During the civil war in Libya in 2011, 
thousands of Chinese employees had to evacuate. All these cases prove the high security risk of the international operation.  
Ь  Political unrest: it brings about social turmoil, adversely affecting the local operations of Chinese Companies, such as 
the military coup in Niger in 2010, Thailand red-shirt protest in 2010, and Iran opposition’s mass protest in 2010. In 2011 
this type of risks became more salient. Serious social turmoil occurred in Syria, Tunis, Algeria, Egypt, Yemen and other 
Middle East and North Africa countries, causing severe impact to international operations. 
2. Preventive measures for international operations 
In order to control those increasing risks and ensure the safety of both personnel and possessions, most Chinese 
companies have set up organizations dedicated to security risk control. For example [3], CNPC is now developing and 
establishing its security management system (SeMS). The main preventive measures are:  
 •  Establishing security organizations and allocating the responsibility. The strong organization and clear responsibility 
are able to make sure the implementing of preventive measures. Such as, the CNPC has set up a four tiers security 
organization—“Headquarters, Subsidiary, Overseas project, Base team”, and Security target. Each annual target is broken 
down into quantitative indicators to assess the performance of each tier’s chief in charge of security management. By this 
the security responsibility is allocated to each management tier. Meanwhile, each management tier do their best to 
implement preventive measures to achieve their target.  
Ь  Establishing security management regulations. According to the specific business operations and the security risks, 
Chinese companies shall establish security management regulations and rules to prevent and control security risks, ensuring 
the safety of all personnel and possessions. To further improve such regulations and rules, PDCA mode is followed to 
gradually amend and perfect existing ones. 
Ь  Establishing pre-warning system according to the information from multiple-sources. Security management also 
follows the general philosophy applicable in HSE management, i.e. “Preventive measures first”. Guided by this philosophy, 
Chinese companies shall utilize all sources available to in a timely manner acquire the information concerned with security, 
and immediately publish them or send out pre-warning as required after analyzing those information acquired from sources. 
The sources of information include: China embassy, local government, local community, local employees, and security 
agencies as well. In particular, security agencies can effectively provide useful security information. The security companies 
that are capable to provide global security services include: Control Risks, SOS, Stirling Risk and Ardan etc. Currently 
CNPC has established co-operation relationship with Control Risks and SOS. 
Ь  Strengthening the employee’s management — Personnel Prevention Measures. To ensure personal safety, Chinese 
companies shall take the following measures: i) Implement semi-military management system to reduce possibilities of 
leaving camp, minimizing personal exposure to risks; ii) Adopt international way for operations by hiring local employees, 
fundamentally lowering personal exposure to security risks; iii) Engage local army, policy, safeguard service provider to 
provide 24-hour security services to Chinese employees and facilities; iv) Implement sound recruit system when hiring local 
employees, avoiding introduction of the locals with bad records; v) Strengthen anti-terrorism training to employees, 
enhancing employees’ skill and abilities to avoid security risks. 
Ь   Increasing the investment on security physical facilities — Facilities Prevention Measures. To build effective 
preventive facilities for international operations, some Chinese companies have defined standards for construction of 
preventive facilities, e.g. Security Guidelines on Selection, Design and Construction of Overseas Operation Camp and 
Facility Security developed by CNPC, and Standard on Three-Tier Security Facility Selection and Installation in Overseas 
Office and Camp developed by Great Wall Drilling Company. Under the Standard on Three-Tier Security Facility Selection 
and Installation in Overseas Office and Camp, offices and camps are divided into three zones according to the 
characteristics of overseas project: Tier I refers to the access controls into each basic unit inside a building, e.g. dormitory, 
office, windows; Tier II refers to the intermediate areas, e.g. corridor and hall etc; Tier III refers to the areas outside a 
building, e.g. perimeter and entrance etc. Standard requirements [4][5][6] are specified with respect to the mandatory and 
optional security facilities to be installed in each zone (see the Table below for details). 
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Table 1.The Three-Tier Security Facility Selection of Residential Building 
Tiers 
Types 
Tier I Tier II Tier III 
Abode Office Window Corridor or Hall Entrance Security guards 
Residential 
Building 
■ Door viewer (cat’s 
eye) 
□  Robust and durable  
doors ;Reliable locks  
□  Alarm button 
□ Telephone, interphone 
 system 
■ Door viewer (cat’s eye) 
or latch 
■ Robust and du-rable 
doors; Re-liable 
locks  
■ Security doors in 
Project ma- nager 
and fina-ncial office 
etc 
□  Infrared ray de- tector 
in Project manager 
and fi- nancial office 
etc. 
□ Alarm button in 
Project manager 
and financial office 
etc 
■ Security fence 
installed for the 
third floor and 
below. 
■ Security windo-ws 
and locks 
■  Shelter inside 
windows  
□ Close and lock up 
movable wi-
ndows at night   
□  Glass with 
     explosion roof  
membrane 
□  Block up not-in-
service windows 
with bricks 
■ Closed Circuit 
Television 
(CCTV)  
□  Reception  
 
 
 
 
 
 
 
 
 
■  Robust and du-
rable steel door; 
Reliable internal 
and ex-ternal 
locks. 
■ Video interph- one 
system  
■   ID cards 
□ Access control sy 
stem 
□     Security guards: 
the number sh-all 
match with local 
security risks; 
□ Perimeter shall be 
constructed to 
protect resi-
dential buildings.  
Table 2.The Three-Tier Security Facility Selection of Business Building 
Tiers 
Types 
Tier I Tier II Tier III 
Abode Office Corridor or Hall Entrance Security guards 
Business  
Building 
■   Door viewer  
(cat’s eye) 
□  Robust and durab-le 
doors ;Reliable locks  
□   Alarm button 
□   Telephone,  
interphone  system 
■ Robust and durable doors; 
Reliable locks  
□  Security doors in Project 
manager and financial office 
etc 
□  Infrared ray detector in 
Project manager and 
financial off-ice etc. 
□ Alarm button in Project 
manager and financial office 
etc. 
□ Door viewer (cat’s eye) 
■  Closed Circuit 
    Television 
(CCTV)  
□  Reception 
■  Access control system 
■  Closed Circuit 
     Television(CCTV); 
■   ID cards 
□   Reception 
■ 24-hour security gua-rds  
□ Closed Circuit Tele-
vision(CCTV) 
□ Access control syst-em 
□  Receptionist 
Table 3.The Three-Tier Security Facility Selection of Terraced Building 
Tiers 
 
Types 
Tier I Tier II Tier III 
Abode Office Corridor or Hall Window Entrance and Security guards Perimeter Security guards 
Terraced 
Building 
■   Door viewer  
(cat’s eye) 
□ Robust and 
duable 
doors ;Relia-
ble locks  
□   Alarm button 
□   Telephone,  
interphone  
system 
■ Robust and du-
rable doors; Re-
liable locks  
□ Security doors in 
Project ma-nager 
and fina-ncial 
office etc 
□  Infrared ray de-
tector in Project 
manager and fi-
nancial office etc. 
□ Alarm button in 
Project manager 
and fi-nancial 
office etc. 
□   Door viewer 
    (cat’s eye) 
■  Closed Circuit 
Television 
(CCTV)  
□    Reception  
■  Security fence 
installed for the 
third floor and 
below. 
■  Security windo-
ws and locks 
■ Shelter inside 
windows  
□ Close and lock 
up movable wi-
ndows at night  
□   Glass with 
     explosion proof 
membrane 
□  Block up not-in-
service 
windows with 
bricks 
■  Door viewer 
    (cat’s eye) 
■  ID cards 
■  Closed Circuit 
Television 
(CCTV); 
■  Security guars: 
the number sh-all 
match with local 
security risks 
□  Access control 
    system 
□ Robust and du-
rable steel do-
or;Reliable in- 
ternal and ex-
ternal locks 
■  Anti-theft  
function 
□ install 0.8m 
high wire 
fence on the 
wall  
□ Install ele-
ctricity 
wirefence, if 
permitted by 
local la-ws. 
□  Infrared 
     detector  
□ Vehicle ba-
rrier in fr-
ont of the 
entrance  
□ Security 
  guards: the 
number shall 
match with 
local security 
risks.  
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Table 4.The Three-Tier Security Facility Selection of Single-family Building 
Tiers 
 
Types 
Tier I Tier II Tier III 
Abode Office Corridor or Hall Window Entrance and Security guards Perimeter 
Security 
guards 
Single-family 
Building 
■  Door viewer  
(cat’s eye) 
□  Robust and 
    durable 
doors;Reliable 
locks  
□  Alarm button 
□  Telephone,  
Interphone 
system 
■  Robust and du-
rable doors; 
Reliable locks  
□ Security doors in 
Project man- ager 
and fina-ncial 
office etc 
□ Infrared ray dete-
ctor in Project 
manager and fi-
nancial office etc. 
□ Alarm button in 
Project manager 
and financial 
office etc. 
□   Door viewer 
     (cat’s eye)  
■  Closed 
   Circuit 
Television 
(CCTV)  
□   Reception  
■ Security fence 
installed for the 
third floor and 
below. 
■ Security windo-ws 
and locks 
■  Shelter inside wi-
ndows  
□ Close and lock up 
movable wi-
ndows at night  
□   Glass with 
     explosion-proof 
membrane 
□  Block up notin-
service windows 
with bricks 
■  Door viewer 
     (cat’s eye) 
■   ID cards 
■   Closed Circuit 
Television 
(CCTV); 
■  Security guards: 
the number sh-all 
match with local 
security risks 
□ Access control 
system 
□  Robust and du-
rablesteel door; 
Reliable internal 
and ex-ternal 
locks  
□   Security guards 
■  Anti-theft  
function 
□  install 0.8m 
high wire 
fence on the 
wall  
□ Install ele-
ctricity wi-
refence, if 
permitted by 
local laws. 
□   Infrared 
     detector  
□ Vehicle ba-
rrier in fr-
ont of the 
entrance 
■  Security 
     guards: the 
num-ber 
shall 
match with 
local 
security 
risks  
Footnote: ■ is required. □ is option. 
 x  Applying new technologies and conceptions into construct the preventive systemüTechnological Prevention 
Measures. On the one hand, Chinese Companies have introduced high-tech facilities into their security management system, 
e.g. electronic security system, infrared alarm system, Intruder detection system, GPS, and maritime satellite emergency 
system etc. On the another hand, new conceptions and methodologies are introduced into security management system, for 
example, entropy method, Analytic Hierarchy Process (AHP) method, and artificial neural network method are used to 
evaluate and predict security risks, and internet and data transmission technologies are used to set up the security 
management network.  
3.Cases 
In order to achieve the security target of “zero personal injury and zero assets loss”, the Sudan project of CNPC Great  
Wall Drilling Company has focused on their “person-oriented” philosophy, set up security information network and 
installed physical security facilities. Their main Preventive Measures are in the following aspects: 
x  Establishing the security management organization, and enhance employeesÿ security awareness in Sudan. Within the 
Sudan Project, all personnel are assigned with duties and responsibilities for security, from the project manager to each team 
member.  
x  Reinforcing security facilities to improve physical capabilities in risk control. After two-yearÿs research and practice, 
Sudan Project has established their physical security facility installation standards: Bulletproof safe haven, reinforced 
window and door, CCTV, alarm, perimeter preventive measures, bulletproof vehicle etc, which has “standardized and 
programmed” [3] the security management. 
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Figure.2 Bulletproof safe haven  Figure.1 Body armor 
 
 
Figure.3 Reinforced door Figure.4 Bulletproof vehicle 
 
Figure.5 CCTV Figure.6 Access control system 
 
 
Figure.7 Perimeter Figure.8 Ditch and Berm 
 
x  Build a full-coverage information network and enhance risk identification and pre-warning capability. First, collect 
information from Xinhua News Agency, security companies and other news agencies; second, collect regional news by 
employees in different areas; third, establish and maintain good relationships with local tribe headman and political officers, 
to get access to pre-warning news.  
x  Establishing security emergency plan [7] and reinforce the drill of the plan to improve each individual and teamÿs 
disposal abilities facing the emergency event.  
x   Reinforcing the training of all the employees security awareness and skills. 
4.Conclusions  
In summary, Chinese companies are facing more and more security risks on the oversea operations. And more and more 
extremists are listing Chinese as their target to attack. So, continuous researching on security preventive measures and 
summing up experience is required to improve existing security management system. 
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Chinese Companies will become more capable to control security risks, and ensure the safety of personnel and 
possessions by the preventive measures mainly including establishing organization allocating the responsibility, establishing 
security management regulations, Personnel Prevention Measures, Facilities Prevention Measures, Technological 
Prevention Measures, collecting information from multi-source, training and so on. 
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